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Pune Polices recommend smart configuration of access points to secure the home/
corporate wi-fi. Though these steps will not give 100% security but surely increase the
security level and make breaking into the networks very difficult. With immediate effect users
should move their devices to WPA or WPA2 security level Steps to achieve WPA.

» Open the configuration of your wi-fi device

» Go to wireless setting

» Under security option, select any one (whichever available)
- WPA

—~WPA - PSK

—WPA - Personal

-~ WPA - AES

—WPA2 - Personal

-~ WPA2 - PSK

» Set a complex password

» Change the login password of the wireless router.

» Change the SSID to something more classy

* Done



Please refer to the following sample screenshots of few common access points for
quick reference.
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- These are the witeless settings for the AP (Access Point) Portion.

- Witeless Radio : @ on O off
el SSID : MyNetwork

Channel:| 5 \ ] Auto Select
Super G Mode :@ajl;ed ¥

Extended Range Mode : O Enabled @ Disabled

{ WAN
802.11g Only Mode : O Enabled @ Disabled
SSID Broadcast: (& Enabled O Disabled
Security ;| WPA v

Cipher Type : (O TKIP & AES
PSK/EAP: @ psk OEAP

Passphrase : [srennnnnnn

[

Confirmed Passphrase : [sssssssaes

* Super G with Dynamic Turbo mode only operates in Channel 6.
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NETGEAR sciiing:

54 Mbps Wireless Router

~
Setup Wizard Wireless Settings

Basic Settings Wireless Network

Wireless Settings WName:{BEID): MyNetwork
Region:  Asia v
Logs Channel: M1 &
Block Sites Mode: T gandb 3|
Block Services
Schedule Security Options
E-mail O Disable
O WEP (Wired Equivalent Privacy)
Router Status (&) WPA-PSK (Wi-Fi Protected Access Pre-Shared Key)
Attached Devices
Backup Settings Security Encryption (WPA-PSK) v |
Set Password Fasephrask: el Lol (8-53 characters)
Router Upgrade Kby Lifetime: 160 | (minutes)
Port Forwarding | Apply || Cancel |

Port Triggering
WAN Setup
LAN IP Setup




